The following security alert was issued by the Information Security Division of the Mississippi Department
of ITS and is intended for State government entities. The information may or may not be applicable to the
general public and accordingly, the State does not warrant its use for any specific purposes.
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DATE ISSUED: April 19, 2016
SUBJECT: New Oracle Quarterly Critical Patches Issued April 19, 2016
Oracle released their critical patches as part of its quarterly patch release program.

According to Oracle, the update provides fixes for 137 new security vulnerabilities, affecting the
following products:

e Oracle Database Server, version(s) 11.2.0.4, 12.1.0.1, 12.1.0.2

e Oracle API Gateway, version(s) 11.1.2.3.0,11.1.2.4.0

e Oracle Bl Publisher, version(s) 12.2.1.0.0

e Oracle Business Intelligence Enterprise Edition, version(s) 11.1.1.7.0, 11.1.1.9.0, 12.2.1.0.0
e Oracle Exalogic Infrastructure, version(s) 1.0, 2.0

e Oracle GlassFish Server, version(s) 2.1.1

e Oracle HTTP Server, version(s) 12.1.2.0, 12.1.3.0

e Oracle iPlanet Web Proxy Server, version(s) 4.0

e Oracle iPlanet Web Server, version(s) 7.0

e QOracle OpenSSO, version(s) 3.0-0.7

e Oracle Outside In Technology, version(s) 8.5.0, 8.5.1, 8.5.2

Oracle Traffic Director, version(s) 11.1.1.7.0, 11.1.1.9.0

Oracle Tuxedo, version(s) 12.1.1.0

Oracle WebCenter Sites, version(s) 11.1.1.8.0, 12.2.1

Oracle WebLlogic Server, version(s) 10.3.6,12.1.2,12.1.3, 12.2.1

Oracle Application Testing Suite, version(s) 12.4.0.2, 12.5.0.2

0SS Support Tools Oracle Explorer, version(s) 10

Oracle E-Business Suite, version(s) 12.1.1,12.1.2,12.1.3,12.2.3,12.2.4,12.2.5
Oracle Agile Engineering Data Management, version(s) 6.1.3.0, 6.2.0.0

Oracle Agile PLM, version(s) 9.3.1.1,9.3.1.2,9.3.2,9.3.3

e Oracle Complex Maintenance, Repair, and Overhaul, version(s) 11.5.10.2,12.1.1, 12.1.2,12.1.3
e Oracle Configurator, version(s) 12.0.6, 12.1, 12.2

e Oracle Engineering Data Management, version(s) 6.1.3.0, 6.2.2.0

e Oracle Transportation Management, version(s) 6.1, 6.2

e PeopleSoft Enterprise HCM, version(s) 9.1, 9.2

e PeopleSoft Enterprise HCM ePerformance, version(s) 9.2

e PeopleSoft Enterprise PeopleTools, version(s) 8, 8.53, 8.54, 8.55, 54

e PeopleSoft Enterprise SCM, version(s) 9.1, 9.2
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e JD Edwards EnterpriseOne Tools, version(s) 9.1, 9.2

Siebel Applications, version(s) 8.1.1, 8.2.2

Oracle Communications User Data Repository, version(s) 10.0.1

Oracle Retail MICROS ARS POS, version(s) 1.5

Oracle Retail MICROS C2, version(s) 9.89.0.0

e Oracle Retail Xstore Point of Service, version(s) 5.0, 5.5, 6.0, 6.5, 7.0, 7.1

e Oracle Life Sciences Data Hub, version(s) 2.1

e Oracle FLEXCUBE Direct Banking, version(s) 12.0.2, 12.0.3

e Oracle Java SE, version(s) 6ul13, 7u99, 8u77

e Oracle Java SE Embedded, version(s) 8u77

e Oracle JRockit, version(s) R28.3.9

e  Fujitsu M10-1, M10-4, M10-4S Servers, version(s) prior to XCP 2290

e Oracle Ethernet Switch ES2-72, Oracle Ethernet Switch ES2-64, version(s) prior to 2.0.0.6

e Solaris, version(s) 10, 11.3

e Solaris Cluster, version(s) 4.2

e SPARC Enterprise M3000, M4000, M5000, M8000, M9000 Servers, version(s) prior to XCP 1121

e Sun Storage Common Array Manager, version(s) 6.9.0

e Oracle VM VirtualBox, version(s) prior to 4.3.36, prior to 5.0.18

e Sun Ray Software, version(s) 11.1

e MySQL Enterprise Monitor, version(s) 3.0.25 and prior, 3.1.2 and prior

e MySQL Server, version(s) 5.5.48 and prior, 5.6.29 and prior, 5.7.11 and prior

e Oracle Berkeley DB, version(s) 11.2.5.0.32,11.2.5.1.29, 11.2.5.2.42,11.2.5.3.28, 12.1.6.0.35,
12.1.6.1.26

Additional information can be obtained by visiting:
http://www.oracle.com/technetwork/security-advisory/cpuapr2016v3-2985753.html
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